ARC

England

Online Harms and Grooming

Workshop Handouts

? "ARC
© ARC England January 2023 W: www.arcengland.org.uk T: 01246 555043 England

The Association for Real Change Ltd | Registered Charity No 285575 | Scottish Charity No SC039129
Registered in England Company No 01658354 | Registered Office: Chesterfield



Online Harms, Grooming, Learning Disabilities and Autism

A half-day online ARC workshop: overview and assignments

This workshop is designed to raise awareness of online harms (especially grooming)
for those with a learning disability and autistic people. It looks at how to intervene
and support those at risk.

Learning comprises:

1. Anintroductory assignment (self-completion).
2. Online webinar: 3 hours
3. Afinal exercise to embed learning in the workplace (self-completion).

Online modules are on the Zoom Pro platform with an experienced tutor. The online
sessions are highly interactive and comprise tutor input, discussions, case studies,
polls, small group work and reflections on assignments.

The workshop draws on learning from:

1) ARC projects about mate crime, sexual exploitation, and social media
grooming for radicalisation and extremism.

2) Court of Protection case law.

3) Bond & Phippen: ‘Safequarding Adults Online’ [book]

Introductory Assignment

Learners should prepare for the first session by reviewing an occasion on which
online dangers posed a risk to someone they support. For each example:

1) Briefly describe what happened.

2) Say why you think it happened.

3) Describe the service response.

4) Say what the outcome was.

5) In your opinion, was the issue dealt with well?

Note: You will not be asked to share confidential details, but to reflect on the
learning from the incident.

You should also familiarise yourself with the case studies in the handout pack.
(Assignment should take no more than 30 minutes)

* PLEASE CHECK ensure your tech is prepared, with login details in order (including
your preferred name) to ensure a prompt start to the online workshop.
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https://arcengland.org.uk/project-resources/safety-net-project-resources/
https://arcengland.org.uk/project-resources/helping-each-other-project-resources/
https://arcengland.org.uk/project-resources/get-smart-project-resources/
https://arcengland.org.uk/project-resources/get-smart-project-resources/
https://policy.bristoluniversitypress.co.uk/adult-safeguarding-online

* PLEASE CHECK that you have had the handout pack. If this is missing please
contact Denise Adams at ARC on 01246 555043 or bookings@arcuk.org.uk.

Workshop Aims

By the end of the session you will be able to identify:

« Arange of online harms
* Risk factors and vulnerability
* How online grooming works

« Best practice responses

Webinar content

v' Background: what are we afraid of?
Radicalisation, learning disability and autism
‘Get SMART’ project findings

Online harms: what are the risks?

Grooming: risk factors, process and indicators
What does and doesn’t work?

Key tools: MCA and Risk Enablement

What next?

AN N NN N N

Homework Assignment

Following the webinar, learners should reflect on their service policy on the use of
the internet and social media. In the light of the learning:

Does it feel fit for purpose?

How could it be improved?

Who do you need to talk to?

What resources do you need?

Who needs to do what and by when?

AR A

(Assignment should take no more than one hour)
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Online Harms, Grooming, Learning Disabilities and Autism

An ARC England Workshop

Handout 2: Key Tools

Mental Capacity Act

Apply the five key principles:

1.

4.
5.

Assume capacity: people do not lack capacity just because they are making
unwise decisions.

Support decision making ability: educate and engage

People with capacity are entitled to make ‘unwise decisions’: we are not the
‘morality police’!

Best Interests (see relevant factors below)

Least restrictive option: prohibition does not work!

‘Relevant Information’: The test for capacity in the context of social
media

For a person to have capacity to use the internet unsupervised, the court needs to
be satisfied of the following factors:

1.

They do not have to understand the precise details or mechanisms of the
privacy settings, but they do have to be capable of understanding that they
exist. They should be able to decide, with support, whether to apply them.

They need to understand the consequence of sending an email, making an
offer on a file sharing platform, uploading to a site that other people have
access to, and possessing with a view to distribute.

They have to appreciate that by placing material or images (including videos)
on social media sites which are rude or offensive, other people might be upset
or offended.

They must understand that by looking at or sharing “extremely rude or
offensive” images, messages or videos online they may get into trouble with
the police, because they may have committed a crime. (This last statement
was designed to reflect the importance, that a capacitous person would
understand, of not searching for, disseminating or investigating such material
as it might have criminal content.)

More here: https://ukhumanrightsblog.com/2019/02/27/mental-capacity-for-handling-
the-internet-court-of-protection/
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https://ukhumanrightsblog.com/2019/02/27/mental-capacity-for-handling-the-internet-court-of-protection/
https://ukhumanrightsblog.com/2019/02/27/mental-capacity-for-handling-the-internet-court-of-protection/

... but remember!

* This is not a pass/falil test
* Itis guidance, not rules
* This is only a starting point to make a decision

e |tis not the be all and end all

When people who have capacity make very unwise decisions

» Support the person to weigh up the benefits and risk of different options.
+ Make them aware of the level of risk and possible outcomes.

» Agree on the level of risk they are taking.

« Offer to arrange an advocate or peer supporter.

» Offer support for them to build their confidence and self-esteem.

« Agree an Escape Plan

* Enable the person to TAKE CONTROL.

Ensure you:

* Record:
» reasons for not intervening or sharing information.
» your assessment of their capacity
» any conversations with them

* Review the situation regularly

« Build trust and encourage other (healthy) relationships

Positive Risk Management

» Definition: risk is seen as positive — it is an inevitable and welcome part of
life. Balancing risks and benefits is part of an individual’s development,
facilitating self-determination and personal responsibility.

* Priority principles: self-determination, anti-oppressive practice

» Practice priorities: solution focused, partnership practice, empowerment

( VARC
ARC Online Harms and Grooming Workshop — Handout 2 Key Tools cont’d  England
4



Online Harms, Grooming, Learning Disabilities and Autism

An ARC England Workshop —

. _ Case
Handout 3: Case Studies Study

Case Study 1: Ang —

Ang is 21 years old; he identifies as gay. He has a learning disability and some
features of autism, with an impairment in adaptive social functioning, and executive
functioning. He has lived in your supported living service for the last two years, and
receives extensive personal social care support. He also goes to college, and has two
part-time work placements.

Concerns about Ang’s internet use first arose while he was still living at home. His
parents discovered that Ang had used his Facebook account to share, with unknown
males, intimate photographs and videos of his genitals. His social worker expressed
the view at that time that Ang’s “compulsion to communicate with others online seems
to override any concern he may have for his own safety”. Ang has very low literacy,
and used the photographs and videos, accompanied by short, simple, provocative
words, to communicate with other men. Ang’s low level of literacy and poor written
communication skill severely impair his ability to navigate the internet safely; it appears
that he is now accessing extreme pornographic sites by clicking on a series of
suggested links.

When unsupervised Ang is known to search compulsively for pornography and has
developed an interest in sites showing paedophiliac and extreme, even illegal, sexual
activity. He cannot read nor understand the warnings regarding content and safety.

While in a previous service, after his own device had been temporarily withdrawn,
Ang obtained a staff member’s mobile telephone, and in a short period of time,
accessed over 150 pornography sites which were extreme in nature.

Practice questions

1) What is happening here? What is Ang’s perception?

2) What else do you need to know? How will you find out?
3) Are there any legal implications?

4) Who else do you need to talk to or involve?

5) What action will you take?
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Case
Study
Case Study 2: Jackie 2

Jackie has an intellectual disability and autism. She has her own room in a shared house.
Jackie struggles to make friends with the other people in the house, but takes to the internet
and social media with enthusiasm. She loves playing games, making and watching videos,
and buying stuff from Amazon.

Staff in the house are mostly older people and are not ‘tech savvy’. Jackie reassures them
that she knows what she is doing, uses her privacy settings and knows how to spot a scam.
Some of the staff end up asking her advice about their own internet use.

Jackie really values the people she meets online. She considers them true friends and,
when asked, says that she prefers her online world to the ‘real’ world. She says that online
she doesn’t have to be disabled, she can be anyone she wants.

One day she starts talking about a boy she has met on Facebook. They seem to share
interests and have a lot in common. Staff are pleased that she has made her own friend.

Over the next few weeks Jackie starts talking more and more about this boy, and the
relationship seems to be intensifying. Staff are now concerned that she has never met him in
real life and warn her to be careful.

Things seem to cool down, and a week later Jackie isn’t talking about him anymore. In fact,
she doesn’t seem to be using Facebook at all as staff don’t see her using her phone at all
now in the communal areas. She used to use it quite obsessively, and staff are relieved that
she has moved on.

One evening a member of staff enters Jackie’s room and finds her standing in front of her
webcam naked from the waist up. The staff member apologises and leaves the room. She
reports the incident to her line manager, who passes it on to Jackie’'s key worker and asks
her to have a word.

When the key worker talks to Jackie, Jackie admits that the relationship with the boy has
continued. She says that they have fallen in love. He has said they will get married, buy a
house and have lots of kids. Everything Jackie wants. She has been sending him money to
help him out with his divorce. He is leaving his wife to be with Jackie.

Practice questions

1) What is happening here? What is Jackie’s perception?
2) What else do you need to know? How will you find out?
3) Are there any legal implications?

4) Who else do you need to talk to or involve?

5) What action will you take?
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Online Harms, Grooming, Learning Disabilities and Autism

An ARC England Workshop

Handout 4: Selected resources and reading

Educate against hate

Government advice and trusted resources for schools
to safeguard students from radicalisation, build
resilience to all types of extremism and promote
shared values.

Literature review (2017)

Children’s online activities, risks and safety A
literature review by the UKCCIS Evidence Group

Cerebra guide

Cerebra guide for parents: ‘Learning Disabilities,
Autism and Internet Safety’

Easy read quide to online safety

Ann Craft Trust

Guide for parents (Ann Craft
Trust

‘Helping my autistic child’: guide to online sexual
abuse.

Resources for schools

Think U Know resource library.

The Resource Library enables you to search and
view NCA-CEOP Education resources by
category and age range. Each resource has a
detailed description covering key aims and
suggestions for delivery to children and young
people.

Guardian articles (2022) here,
here and here

News stories on online far right radicalisation of
young people.

‘Hope not Hate’ Resources

Researching, Campaigning and Supporting
Communities to build HOPE and oppose far-right
extremism.

‘In the shed’

Alex Ruck-Kane (Essex 39) meets Prof Andy
Phippen to discuss MCA and Safeguarding issues
in relation to online activity.

ARC ‘Get SMART’ project

Free to download resources from the ARC/Google
project on social media grooming for
extremism/radicalisation and young people with
learning disabilities, autism or both.

‘Safeqguarding Adults Online’ (Bind
& Phippen)

Authoritative book.

Internet Matters

Advice for parents and carers

To help children and young people with special
educational needs and disabilities (SEND) have a
safer and more positive time online, with a range
of expert guides providing advice on the main
activities that children do online.
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https://educateagainsthate.com/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/759005/Literature_Review_Final_October_2017.pdf
https://cerebra.org.uk/wp-content/uploads/2022/04/internet-safety-2022-low-res.pdf
https://www.anncrafttrust.org/wp-content/uploads/2020/09/staying-safe-online-1.pdf
https://www.anncrafttrust.org/wp-content/uploads/2021/07/Digital-SAO-Helping-my-autistic-child.pdf
https://www.anncrafttrust.org/wp-content/uploads/2021/07/Digital-SAO-Helping-my-autistic-child.pdf
https://www.thinkuknow.co.uk/professionals/resources/?subject=0&agegroup=45
https://www.theguardian.com/education/2022/aug/04/teachers-fear-missing-signs-far-right-radicalisation-pupils-england?CMP=share_btn_link
https://www.theguardian.com/politics/2022/aug/03/revealed-uk-children-ensnared-far-right-ecosystem-online?CMP=share_btn_link
https://www.theguardian.com/uk-news/2023/jan/07/schoolgirl-who-faced-terror-charges-is-wake-up-call-about-grooming?CMP=share_btn_link
https://hopenothate.org.uk/
https://hopenothate.org.uk/research/
https://hopenothate.org.uk/action/campaigns/
https://hopenothate.org.uk/communities/
https://hopenothate.org.uk/communities/
https://vimeo.com/751726702
https://arcengland.org.uk/project-resources/get-smart-project-resources/
https://policy.bristoluniversitypress.co.uk/adult-safeguarding-online
https://www.internetmatters.org/inclusive-digital-safety/advice-for-parents-and-carers/supporting-children-with-send/
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